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29 JUN 1983 


MEMORANDUM FOR: Director, Office of External Affairs 


25X1_ ATTENTION: ee 


VIA: : Deputy Director for Administration 
5 FROM: ; 
ear Director of Security 
SUBJECT: Proposed Response to Congressional Inquiry (U) 
REFERENCE: Letter to DCI dated 21 June 1983 from 


Representatives Don Edwards and . ¢ (¢ sway? +2 
Patricia Schroeder (attached) 


1. On 23 June 1983 representatives of this Office attended 
a meeting of interested parties with Deputy 25X1 
General Counsel, to discuss an appropriate response fo réferent. 
This Office was tasked with preparing a response to requirement 
number one of referent, to wit: "A description of the procedures 
your agency follows to detect unauthorized disclosure of national | _... 
security information and the criteria used to determine whether any 
further action is warranted in light of such unauthorized disclosure." 
(U/AIUO) 


2. The Central Intelligence Agency (CIA) utilizes the following . 
procedures to detect unauthorized disclosure of national security 
information: 


° Field investigations and National Agency 
Checks as appropriate for individuals being 
considered for employment, assignment, or access 
to CIA installations and/or information. 


° Periodic field investigations and National 
Agency Checks as appropriate in conjunction with 
the Agency's reinvestigation program, 


° Polygraph examinations as authorized by 
regulation for employment candidates and non-Agency _ 
personnel such as detailees and contractor employees 
prior to being hired or granted access to CIA infor- 
mation. . 


WARNING NOTICE 25X1 
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° Polygraph examinations as authorized by CIA 
regulations in conjunction with the Agency's 
reinvestigation program and at other times in order 
to assist in resolving specific questions relating 
to the individual's LOveeey security ‘posture, or 
suitability. 


° Utilization of established physical security 
safeguards such as armed guards, patrols, alarm 
systens, etc., to prevent and provide response to 
attempts at physical penetration of the Agency's 
establishments by unauthorized persons. 


° Strict control of certain categories of © 
sensitive information and periodic inventory checks. 


° Briefcase/package inspections designed to 
prevent the unauthorized removal of classified 
materials. 


° The requirement that all Agency employees, 
as defined by regulation, and former employees 
submit for prior review by CIA certain materials 
intended for publication or oral presentation. 


° Scanning of selected publications and 
“program transcripts for obvious disclosures of 
classified information. 


®° Special security investigations to resolve 
specific cases involving the unauthorized disclosure 
of classified information by Agency-cleared personnel. 


® An ongoing security education program which 
reminds and encourages employees to report violations 
of security regulations to appropriate Agency 
officials. 


° An ongoing and close liaison relationship 
with the Federal Bureau of Investigation and other 
members of the Intelligence Community to provide 
support to their efforts directed at this problem 
and to provide lead information for further 
investigation by appropriate agencies in specific 
cases outside of CIA. (C) 


3. Should an initial investigative inquiry indicate that a 
disclosure of national security information has occurred, the 
investigation will be continued. Every effort within legal and 
manpower limits are utilized to bring the investigation to a logical 
conclusion. Identification of the responsible wrongdoer(s), 
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estimating the damage to national security, and establishing 
preventive measures to reduce or eliminate the possibility of © 
similar unauthorized disclosures are central to the inyestigative 


effort. (C) | ; 


- 4, It is the understanding of this Office that responses to 
questions two and three will be made by the Office of General 
Counsel and the Office of External Affairs with appropriate 
coordination with the Office of Security. Please refer any ques- 
tions concerning the above to 
on red line extension (C) 
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